HUndopmanmoHHas NaMsITKA UIsl HeCOBePIIIeHHOIETHHX 10 BOIMPOcam
kubeple3onacHoCcTH

B ceTH «HTEpHET»

KoMnboTepHbie BHPVCHI

KomnbioTepHblil BUPYC - 3TO Pa3sHOBHUIHOCTh KOMITBIOTEPHBIX TPOTPaMM,
OTJIMYMUTEIBHON 0COOEHHOCTBIO KOTOPOM SIBISIETCS CIOCOOHOCTh K Pa3MHOMKEHUIO
(kommupoBanuio). B gononHeHuwe K ATOMY, BHPYChl MOTYT MOBPEAUTH WIH
TOJIHOCTBI0 YHHYTOXKHUTE BCE (hailiibl M JJaHHKIE, MMOJAKOHTPOIBHBIC TIOJIB30BATEIIO,
OT UMEHH KOTOpOTro Oblia 3amylieHa 3apaxEHHas nporpaMMa, a TaKkkKe MOBPEIUTh
WM IaK€ YHUYTOKHUTH ONICPAIHOHHYIO CHCTEMY CO Bcemu (paiiamu B 1ierom. B
OOJILIIUHCTBE CTY4YaeB PACIPOCTPAHSIOTCS BUPYCHI UEPE3 UHTEPHET.

MeToab! 3alIIUTHLI OT BPEIOHOCHBIX MPOTPAMM:

1. Hcnones3yil coBpeMeHHbIE ONEpalMOHHbIE CHCTEMbI, HMEHIIHE
cepbE3HbIN YPOBEHb 3allIUTHI OT BPEIOHOCHBIX TIPOTPaAMM;

2, [TocTrosinHO ycTaHaBnuBail naTud (UMQpoOBLIE 3aIUIATKH, KOTOpBIE
ABTOMATHUYECKH YCTAHABIMBAIOTCS C IEJIbI0 AOPabOTKH NpOrpaMMbl) U JIpPYrHE
00OHOBIICHHS CBOEH onepanHoOHHOM cHcTeMbl. CkauMBaii WX TOIBKO C
obunmanbHoro caira paspaborunka OC. Ecim  CylIecTBYeT  pekHM
ABTOMATHYECKOTO OOHOBIICHHUS, BKJIKOUH €T0;

0 Paboraii Ha cBOEM KOMIIBIOTEpE II0J IIpaBaMH II0JIL30BAaTE/Id, a HE
aIMUHUCTpATOpa. JTO HE TMO3BOIUT OONBIIMHCTBY BPEIOHOCHBIX MPOrpaMMm
HWHCTAJIMPOBATLCA Ha TBOCM IIEPCOHATBHOM KOMITBIOTEPE;

4. Hcnone3yil aHTUBHUPYCHBEIE MPOTPaMMHBIC MPOAYKTBI H3BECTHBIX
MIPOU3BOINTENCH, C aBTOMAaTHYECKUM OOHOBIICHHEM 0a3;

2 Orpanuub (U3HYECKUI JOCTYN K KOMIBIOTEPY AN MOCTOPOHHUX
JIALL;

6. Hcnonb3yii BHEIIHHE HOCHUTENIM WH(pOpMAIHMHM, Takue Kak (Uielika,
auck win ¢aiin u3 UuTepHera, TONBKO U3 MPOBEPEHHBIX HCTOUHHUKOB;

¥ He otkpsiBaii KOMIBKOTEPHBIC (Daitlbl, MOTYYCHHBIC U3 HEHAMEKHBIX
uctouHukoB. Jlaxke Te (haitnbl, KOTOpBIC MPHCIAT TBOM 3HAKOMBIH. JIydiie yTouHu

¥ HCIr'o, OTIIPaBIIAll JIH OH TeOe uX.

Cern WI-FI1
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C nomombio WI-Fi mMokHO monyunTh OecniaTHbIM HWHTEPHET-J0CTYH B
o01ecTBeHHBIX MecTax: Kade, OTelsIX, TOPrOBBIX [IEHTPaX M a’ponoprax. Tak ke
ABJSCTCH OTIMYHOM BO3MOXKHOCTHHO BbixoJa B Mutepner. Ho MHoOrue skcneptsi
CUMTAOT, uTo o0menoctynueie WiFi ceTu He sBIsIOTCS O€30MacHBIMH.

Cogersl o 0Oe3onmacHocTH padoTsl B 001e0cTYnHbIX ceTax Wi-fi

1. He nmepepnaraii cBOW0 JHYHYK) WHGOOpPMAIMO 4Yepe3 o0Iea0CTyITHbIE
Wi-Fi cetu. Paboras B HHX, KeNaTeIbHO HE BBOJIUTH MapoOiu JOCTYIA, JOTHHBI U
KakKue-To HoMepa;

2 Hcnone3yii u 0OHOBJISH aHTUBUPYCHBIE MPOrpaMMbl M OpaHaMaysp.
Tem cambIM ThI 00€30MAacHIIb ce0sl OT 3aKAYKH BHPYCa HA TBOE YCTPOUCTBO;

& [Ipu ucnons3oBanun Wi-Fi otkmoun ¢ynkmuio «OOmMi 10CcTyn K
thaiinam u npuHTepam». JlaHHas (YHKIUSA 3aKpbiTa MO YMOJYAHHIO, OJHAKO
HEKOTOpbIE TOJIb30BaTEIH aKTUBHPYIOT €€ /11 y00CTBa HCMHOJIB30BaHHs B padoTe
WU yueoe;

4. He ucnons3yit nyonuunsii WI-FI nns nepegaun nHYHBIX JJaHHBIX,
HanpuMmep, U1 BBIX04A B COL[MAIbHBIE CETH WIH B JJIEKTPOHHYH II0YTY;

5. Hcnone3yl TonbkO 3aumuieHHoe coeauHenue 4depes HTTPS, a nHe
HTTP, T.e. nmpu Habope Bed-aapeca BBOAW UMEHHO «https://»;

6. B mobuneHOM Tenedone otinoun GyHkuuo «lloakmouenue k Wi-Fi
aBToMarHueckn». He nonyckail aBTOMaTHYECKOr0 IMOIKIIFOYEHUS YCTPOMCTBA K

cetaMm Wi-Fi1 6e3 TBoero coriacus.

CounajibHbie CETH

CouunaneHas CeTh - 3TO CAHT, KOTOPBIH NMPEAOCTABIACT BO3MOKHOCTD JTKOISAM
OCYIIECTBIATh 001IeHHEe Mekay co0oif B MHTepHeTe. Yaie Bcero B HUX AA
KaKIOTO YEelOBEKAa BBIJCISCTCS CBOS JIMYHAs CTpaHW4YKa, Ha KOTOpPOHl OH
yKa3plBaeT 0 cebe pa3nuuHyl HH(pOpManHI0, HAYMHAS OT UMCHH, (haMUIHU H
3aKaH4YMBas NHYHBIMH (poTorpadusmu. MHOrHe noib30BaTeNd HE TIOHUMAKOT, YTO
uHpopmanus, pa3MelleHHas HMH B COLIMANIBHBIX CETAX, MOXKET ObITh HalifcHa W
UCTIONIb30BAHA KEM YrogHO, B TOM 4YHCJAE HE o00s3aTenbHO ¢ OmaruMu

HaMCPCHHAMH.

OcHOBHBIE COBETHI N0 6€30MACHOCTH B COIHATBLHBIX CETHAX:
1. Orpanuub CNHCOK Apy3eid. YV Tebds B ApPY3bsX HE MOIKHO OBITh

CIIYYaMHBIX U HE3HAKOMBIX JTIOJICH;
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2 3ammimiail cCBOI 4acTHYHO KHM3Hb. He ykaseiBail maponu, TenedoHsl,
agpeca, JaTy TBOETO POKIACHUS MW JAPYIYH JIHYHYKH — MHGOOPMAIHIO.
310yMBINIUIEHHUKH MOTYT HCIIOJIb30BaTh JaXe HH(POPMAIIMIO O TOM, KaK Thl H TBOH
POJIATENM TNIAHUPYETE TTPOBECTH KAHUKYIIBI;

3. 3ammiiail CBOI0 penyTalnuio - JEpKH ¢ B YUCTOTE W 3ajaBail cede
BOIPOC: XOTeJ OBI ThI, YTOOBI JPYrUe MOJb30BATEIH BHJICIH, YTO Thl 3arpyiKaciiib?
[Toaymaii, mpesxk/ie 4eM U4TO-TO ONyOJIMKOBATh, HAMKCATh U 3arPy3UTh;

4. Ecnu Tl roBopulllb € JHOABMH, KOTOPBIX HE 3HACIIb, HE UCMOJIB3YH
CBOE pealbHOEC MMS W APYTyI0 JIMYHYI0 HH(OPMALMH: HMS, MECTO JKUTEIbCTBA,
MEeCTO y4eObl U Mpovee;

5. N3beraii pazmenienns Gpotorpaduit B MuTepHeTe, rjie Thl H300paxeH
HAa MECTHOCTH, TI0 KOTOPOH MOYKHO OINPE/ICIUTh TBOE MECTOTIONOKEHUE,

6. [Ipn perucTpauuu B COLHANBHOM CETH HEOOXOJMMO HCIIOJIB30BATh
CJIOKHBIE TIAPOJIH, COCTOSIINE U3 OYKB M IIU(P ¥ C KOTUYECTBOM 3HAKOB HE MEHEee
8;

1. Hi1s couuanbHOM CceTH, MOYTHI M JPYTUX CalTOB HEOO0XOIHUMO
HCII0/Ib30BaTh pa3Hble napoin. Toraa eciu Teds B3IOMAOT, TO 37I0YMBIIIICHHAKH

nmoay4daT JOCTYII TOJIBKO K OJHOMY MCCTY, a4 HC BO BCC Cpa3sy.

JJIEKTPOHHLIE 1eHBI'H

DIIEKTPOHHBIE JAEHBIH — 3TO OYEHb YAOOHBIM CIIOCOO ILIATENkKEH, OJHAKO
CYILLECTBYKOT MOLICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TH JCHBIH.

DNEKTPOHHBIC JCHBIH MOABUINCH COBCEM HEIaBHO U MMEHHO M3-3a 3TOTO BO
MHOTHX FOCYZapcTBax 0 CHX MOp HE MPOIMHCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHH QYHKIMOHHPYIOT M 0 HUX YK€ MPOIMUCAHO B 3aKOHE, Te
HUX pa3deisioT Ha HECKOJBKO BHJOB - aHOHMMHBIC W HC aHOHMMHbIC. Pa3zHuna B
TOM, YTO AaHOHMMHBIC - 3TO T€, B KOTOPBIX pa3peliaercs MpoBOIUTE Onepamuu 6e3
UACHTH(HUKAIMKA  TIOJN30BATEN, a B HE AHOHUMHBIX HWIACHTU(UKAIINU
TOJIB30BATEIIS ABIACTCS 00A3aTCIILHOM.

Takke crnemyeT pasnu4aTh AJIEKTPOHHBIC (HATHBIC JCHBIH (paBHEI
rOCY/JapCTBEHHBIM BallOTaM) W S3JCKTPOHHBIC HE()HATHBIC JCHBIH (HE PABHEI
rocy/apCTBEHHBIM BaTKOTaM ).

OcHoBHBIE COBETHI 0 Oe30nacHoii padoTe ¢ YJTeKTPOHHBIMH JIeHbIAMH:

1. [TpuBsku K cueTy MOOWILHBIN TenedoH. ITO caMblii YI0OHBIH M

OBICTPBIIE CcrOCOO BOCCTAHOBUTH J0CTYN K cuety. [lpuBsizanubiii TenedoH
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MOMOJKET, eciau 3a0yacuib CBOH MNIATEXKHbIM Mapoib WM 3aijclib Ha CalT C
HE3HAKOMOTO YCTPOMCTBA;

2 Hcnone3yii ogHopaszoBeie maponu. [locne nepexona Ha YCUIEHHYIO
apTopu3aiuio Tebe yxe He OyleT yrpokaTh OMACHOCTh KPakW WIH TICpPEXBaTa
TLJIATEKHOTO NMapoJis;

3. BriOepu cioxkubiii naposb. [Ipectynuukam Oy/ieT He MPOCTO yrajaaTh
CIIOXkHBII mapoib. HajaekxHble maponu — 3TO Mapoiu, KOTOpPBIE COJIEpKAT HE
MEHee 8 3HAKOB M BKJIIOYAKOT B ceOs CTPOYHBIE U MPOMUCHBIE OYKBBI, UMD U
HECKOJILKO CHMBOIIOB, TAKHE KaK 3HAK Jl0/j1apa, QyHTa, BOCKIIUIATEILHBINA 3HAK U
T.n. Hanpumep, StROng!;;

4. He BBOaM CBOM NMYHBIE JaHHbIC HA CﬁﬁT&X, KOTOPBIM HC TOBECPACHIL.

JIeKTPOHHASA MOYTA

DAEKTPOHHAS MOYTa — 3TO TEXHOJOTHS U MPEJOCTABIsIeMbIE €10 YCIYTH 10
MepechUIKe U MOJYYEHHIO IEKTPOHHBIX COODIIEHH, KOTOPhIE pacrpeaesoTcs B
KOMIIBKOTepHOH ceTH. OOBIYHO 2JIEKTPOHHBIH [IOYTOBBIM SANIMK  BBITJIAAUT
CeIyIOIIHM 00pa3oM: UMS_MOIb30BaTeIsA(@nMs_jgoMeHa. Takke KpoMe nepeaavu
MIPOCTOrO TEKCTa, MMEETCS BO3MOKHOCTE TIepeaaBaTh (ailisl.

OcHoOBHBIE COBETHI N0 0e30MacHoi padoTe ¢ ITeKTPOHHOH MOYTOM:

1. Hano BeiOpaTe npaBuibHBINA mouToBbIN cepBuc. B HMHTepHeTe ecth
OTPOMHBI BEIOOp OECIIATHBIX MOYTOBBIX CEPBUCOB, OJHAKO JIYYIlIE JOBEPATH TEM,
KOTO 3HACIIb H KTO IEPBEII B PEHTUHTE;

2 He ykaseiBaii B gu4HON moute auuHyi uHopmanuio. Hanpumep,
Jaydie BeIOpaTh «My3bIKanbHbIH (haHaT(@» umu «pok2013» Bmecto «remal3»;

. Hcnonp3yl ABYXATaMHYH aBTOPU3ALHI0. DTO KOrJa MOMHUMO Iapoiis
HY)KHO BBOJUTH KO/, NpPHCEIIaeMbId 0 SMS;

4. Bribepu cnoxHbll mapoins. s KamI0ro mo4ToBOro SIIHUKa JOJIKEH
OBITh CBOH HAJICHKHBIN, YCTOWYHBBIH K B3JIOMY TMapoOJIhb;

3. Ecnu ectep BO3MOXKHOCTH HAmUCcaTb CaMOMY CBOM JIMYHBIH BOIIPOC,
UCTIONB3YH 3TY BO3MOKHOCTB;

6. Hcnone3yli HECKOIBKO MOYTOBBIX AMMKOB. [lepBwiii 114 4acTHOM
MIEpENHUCKH C aJpecaraMy, KOTOPBIM Thl JOBEpPSElIb. JTO 3EKTPOHHBIH aJipec HE

HAJO HCTIOMB30BaTh MPH PETUCTPAIMK HA popyMax U caiiTax;
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T He oTkpseiBaii (aitibl U Ipyrue BIOKEHHUS B MUCbMaX JakKe €CJTH OHU
MPUIILTA OT TBOUX Apy3ei. Jlydiie yTouHM y HHMX, OTOPAB/SUIH JIH OHH TeOe ITH
(hainer;

8. [Tocne okoHuaHusi paboOThl Ha MOYTOBOM CEPBUCE TEPE]l 3aKPBITHEM

BKJIQ/IKH C CAMTOM HE 3a0yJib HaXKaTh Ha « BeIATH».

KuOepOvJIHHT HJIH BHPTVAJBLHOE H3/1€BATEJILCTBO

KubepOynnuar —  mpecnenoBaHWe  COODIICHUSAMH,  COJAEpPIKAINUMU
OCKOpONeHUs, arpeccuro, 3aMyTruBaHHUC; XYJIMTaHCTBO; coLManbHOE
DOMKOTHPOBAHKE C TOMOIIBIO PA3IMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 110 00pbOe ¢ KHdepOy/LNIMHIOM:

1. He Opocaiics B 0Ooii. Jlyummuii cnocob: mocoBeToBaThcsl Kak ce0s
BECTH M, €CJIM HET TOr0, K KOMY MOYHO OOpaTHUThCS, TO BHAYA/IC YCIHOKOWUTHCH.
Ecnu ThI HauHENIs OTBEYATh OCKOPOJIEHUSIMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle
DOJIBIIE PA30IKIKENTH KOHDIUKT;

2. Ympasnsii cBoeil KnOeppenyTammeii;

3. AHOHUMHOCTE B ceTH MHUMas. CylecTBYIOT CIOCOObI BBIACHUTD, KTO
CTOHT 33 aHOHUMHBIM aKKayHTOM;

4. He crour BecTH Xynuranckui oOpa3 BUPTyalbHOH KHU3HH. IHTEpHET

(uxkcupyer Bce TBOU JCHCTBUS W COXPAaHICT HUX. YJaIUTh ux OyaeT KpaiiHe

3aTPYAHUTENBHO;
) Bean ceds BeKIHBO;
6. HUrnopupyii eauHu4HBIN HeraTHB. OJHOpPa30BBIE OCKOPOUTEILHBIC

coolmennss ayunie urHopupoBatb. OOBIMHO arpeccuss TmpekpamiacTcs Ha
HavyaabHOH CTaauu;

¥ ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMH COOOIICHUSIMH,
B COLMAJIBHBIX CETAX €CTh BO3MOKHOCTH OJOKHPOBKH OTIPABKH COODIICHHUH C
ONpeIe/ICHHBIX aJpPecoB;

8. Ecnu TH1 cBuaerens kuOepOymauHra. TBOM OCHCTBUA: BBICTYIHTH
MpPOTHB MpecleaoBarens, IMoKa3aTb €My, 4YTO €ro JCHCTBHA OIEHHUBAKOTCA
HETaTHBHO, MOJAJEpPKaTh JKEPTBY, KOTOPOH HY:KHA MCHUXOIOTMYECKas IMOMOIIb,

COOﬁ]JJ,HTL B3pOCIBIM O q:’aKTe arpeCCHBHOIO MOBEICHHWA B CCTH.

MoonabHbIH TEeJ1ehoH

[okyMeHT co3aaH B anekTpoHHow copme. Ne 18-24601/2019 ot 22.11.2019. =
Crpanuua 15 n3 26. Ctpanuua cospana: 22.11.2019 11:19 27 osnactu



CoBpemeHnHble cMapTQOHBI U TUIAHIIIETHI COJEPKAT B ceOe BIOTHE B3POCIIbIN
(yHKIIHOHAN, W Temepb OHH MOTYT KOHKYPHpPOBaTh CO CTAallHOHAPHBIMH
KomnbroTepamMu. OQHaKo, CPe/ICTB 3alllMThl 71 MOA00OHBIX YCTPOUCTB MOKA OUYEHb
Maio. TecTMpoBaHMe M TIOMCK YSA3BUMOCTEH B HHUX TPOMCXOJMT HE TakK
MHTeHCHUBHO, Kak ans [IK, To ke camoe kacaercsi U MOOWJIbHBIX MPHIIOKCHUI.

CoBpeMeHHbIC  MOOMIBHBIC Opay3epbl YK€ NPAKTHYECKH JOTHAJIU
HACTOJIbHBIE aHAIOTH, OJHAKO pacmimpeHue (yHKIHMOHANa BJIEUET 3a CODOI
DOJIBIIYIO CIIOKHOCTh M MEHBIIYIO 3aIIHIICHHOCTD.

Jlaneko He Bce NPOU3BOMTEIM BbIMYCKAOT OOHOBJICHUS, 3aKPBIBAOIINAC
KPUTHUYECKHE YA3BUMOCTHU U1 CBOUX YCTPOIICTB.

OcHoOBHBIE COBETHI 11 0€301aCHOCTH MOOHIBHOIO Telred)oHa:

1. byae ocTopokeH, Belb Korja Tede nmpeaiaraoT OecriaTHblii KOHTEHT,
B HEM MOTYT OBITh CKPBITHl KAKHE-TO IUIATHBIC YCIIYTH;

2. Hywmaii, npexae yem otnpaButh SMS, doto unu Bumeo. Thl TouHO

3HaCIllb, IA¢ OHH OYyAyT B KOHEYHOM HTOTrE?

3 Heobxoaumo 00HOBIATE ONEPallHOHHYIO0 CUCTEMY TBOETro cMapTdoHa;
4. Hcnonb3yii aHTHBHPYCHEIE IPOTPaMMBI 171 MOOWITBHEBIX Telle()OHOB;
2 He 3arpy:;kail NpHI0KEHHs OT HEHU3BECTHOTO HCTOYHHKA, BeIb OHH

MOrYT COJEep:KaTh BPEJOHOCHOE IPOrpaMMHOE 00eCeYEHUE;

6. [locne Toro kak Tl BBIHACHIBE C calTa, IA€ BBOJMJI JIHYHYIO
uH(popmanuto, 3aiiin B HacTpoliku Opaysepa U yaanu cookies;

¥ [lepuoanyecku nmpoBepsAld KakWe IUIaTHBIC YCIYTH aKTHBUPOBAHEI Ha
TBOEM HOMEPE;

8. HaBaii cBoif HOMEp MOOHIBHOTO Telae(OoHa TOJBKO JTHOIAM, KOTOPHIX
ThI 3HACILb U KOMY 10BEPSCIIb;

9. Bluetooth gomikeH OBITH BBIKJIIOHYEH, KOTJAa TEI UM HE TIOJIB3YEIIBC.

He 3a0p1Baii nHOT1a IPOBEPATH ITO.

OHIIHHT HIH KPAakKa JHYHbIX TAHHBIX

'naBHasg 1ens QumuHr - BUAa VIHTEPHET-MOIICHHHYECTBA, COCTOWUT B
MOJTYUYCHUH KOH(PHUICHIIHATBHBIX JaHHBIX TOJb30BATEICH — JIOTHHOB M MapoJci.
Ha anrnmiickom s3eike phishing uuraercs kak ¢umuHr (ot fishing — peiOHas
0B, password — maposns).

OcHoBHBIE cOBeTHI O fopble ¢ PUIIHHTOM:
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L. Cnenu 3a cBouM akkayHTOM. Eciam Thl nojo3peBacilib, 4TO TBOS
aHkera ObUTa B3JIOMaHa, TO HEOOXOAUMO 3a0OKMpOBaTh €€ W COOOMIMTH
aJIMMHHUCTPATOpaM pecypca 00 3TOM Kak MOKHO CKOpEE;

2 Hcnones3yit Oe3omacHble BeO-CalThl, B TOM 4HCII€, HWHTCPHET-
Mara3uHOB U [TOUCKOBBIX CHCTEM;

3. Hcnons3yil cloKHBIE W pa3Hble Mapoiad. Takum o0pa3oM, ecriu Teds
B3JIOMAKOT, TO 3JI0YMBIIUICHHUKH MOJYy4aT JOCTYN TOJBKO K OJIHOMY TBOEMY
Mpo(uIII0 B CETH, a HE KO BCEM;

4. Ecnu Tebs B3nmomanu, TO HEOOXOOUMO MNPEAYNPEAHTh BCEX CBOUX
3HAKOMBIX, KOTOpbIe J00aBIEHBl ¥ TeOs B APY3bSIX, O TOM, 4TO TeOs B3IOMAaau W,

BO3MOMKHO, OT TBOCTO HMCHH 6y,]]CT pacCblIaThCA CIIaM H CCbUIKH Ha (t}HIHHHl"OBbIC

CaMThI;
o VYcranoBu HajexHbIH napois (PIN) Ha MoOHNIBHEIH TenedoH;
6. OTKIFOYH coXpaHeHHe napois B Opaysepe;
& He oTkpeiBaii ¢aiinel u Apyrue BIOKEHUS B IMHCbMAaX JIaXKe ecu OHH

NPHILIA OT TBOMX JApy3eil. Jlydimne yTouHM y HHX, OTOpPAaBISIH JIH OHH Tebe 3TH

(haiinel.
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