Yro Takoe pumuHI?

@UIIMHT — 3TO TAKON BUJ MOILIEHHUYECTBA, KO/ 3JI0YMBIIIJIEHHUK BBIHYIAE€T BaC COBEPILUTH
JIEHCTBHE, ITO3BOJISAIOIIECE EMY IIOJIYYUTh JOCTYII K BallEMy YCTPOUCTBY, YUETHBIM 3aIIUCSAM WU
NepPCOHAIBHBIM 1aHHBIM. BbiaBas ce0s 3a 4enoBeKa Wik rOBOPSl OT UMEHH OpPraHu3aluu, KOTOPbIM
BbI JIOBEPSIETE, MOLIEHHUK JIETKO MOYET 3apa3uTh Ballle yCTPOHUCTBO BpeoHOCHBIM 10 min ykpactb
PEKBU3UTHI Ballleli 0aHKOBCKOI KapThl.

Jpyrumu cinoBaMu, IpyU MOMOLIY METO/I0B COLIMAIbHON MHKEHEPUHU OH JIOBUT BAaC HAa HAKUBKY
JIOBEpHsl, YTOOBI MOJYYUTh LIEHHYIO HHPOPMAIUIO. ITO MOXKET OBITh UTO YTOAHO: OT YUE€THOM 3amucH
B COILICETAX JI0 MOJIHOW WACHTU(HUKAIIMY BallIleH JIMYHOCTH C IIOMOIIBIO MACTIOPTHBIX TaHHBIX.
Hcnonb3ys 3T METO/IbI, MOLUEHHUK PUHYXAET BaC OTKPHITh BIIOKEHHE, IEPEUTH IO CCBUIKE,
3aroJIHUTH (POPMY HMIIH COOOLTUTH €My IIepCOHaNbHbIe JaHHbIe. Ce10BaTeIbHO, HY>KHO MTOCTOSTHHO
OBITH HAUEKY, UTO MOXKET OBITh JOBOJIHHO YTOMUTENBHO.

Camblii pacipOCTpaHEHHBIN CIICHAPHA (PUIIMHTA BBITJISTUT CIETYIOIIM 00pa3oM.

o BbI oTKpbIBaeTE 3JE€KTPOHHYIO IIOUTY U OOHApPYKUBaeTe TaM (PUIIMHIOBOE MHUCHMO C
yBEIOMJIEHHEM OT Ballero 6aHka. [lepeiins o ccbuike B MMCbMeE, BbI 11011a/1a€T€ Ha BEO-CTPAHUILY
(UIIMHTOBOTO caiiTa, KOTOpas BBHITJISAUT TIOX0XKEW Ha CalT Bamero OaHka.

e JTO M €CTh HaXKMBKA. MOIICHHUKHU CIICMaJIbHO CO3JaJIk 9Ty CTpaHUIy, YTOOBI IOXUTHTH BalllK
JaHHBIC. B 6ankoBcKOM YBCAOMIICHUHN 6y,[[eT CKa3aHo, 4TO C Bameu yquHOﬁ 3aIIMChI0 BO3HHKIIA
np06neMa H BaM HYXXHO IMOATBECPAUTH JIOTHH U I1APOJIb.

e Ilocne Toro Kak BEI BBOJHUTC CBOH YUCTHBLIC JAHHBIC HA OTKpI:IBHICfIC?[ CTpaHUlEC, Bac 00BIYHO
MNEpCHAIIPABJIAIOT Ha HaCTOHHlPII;’I caut 6aHKa, YTOOEI BBl BBEJIH JaHHBIC ITIOBTOPHO. HNmenno
IMO3TOMY BbI HC Cpa3y NOHMUMACTEC, YTO BalllK JJAHHBIC ObLIH TTOXUIIICHBI.

MoIeHHUKH MOTYT OBITH OYECHB I/I306peTaTeHBHBIMI/I " UCII0JIb30BATh BCC KaHAJIbI KOMMYHUKAIIUU, B
TOM 4YHUCJIC TCJ'IC(i)OHHI)Ie 3BOHKH. OITacHOCTH (1)I/IHH/IHl"a B TOM, YTO IOMACThBCA HAa KPIOYOK MOXKET
000 YCJIOBCK, €CJIM OH HEAOCTATOYHO BHUMATCIICH K MCJIKUM ACTAJIAM.

UTo0b! 3a1UTUTH ce0s1, HE BI1ajas Py 3TOM B IIapaHoiito, naBaiiTe pa3depemcsi, Kak IPOUCXOISIT
(UIIMHTOBBIE aTaKH.

Kak npoucxoaur pummur?
Muiensto Uit QUITMHTa MOKET CTaTh Jr000I 1M0JIb30BaTeNh HHTEPHETA UM TeJIe(hOHHOM CBA3H.
C nomolpio (GUIIMHTa MOIIEHHUKN OOBIYHO MBITAIOTCS CHIENaTh CeyIolIee:

e 3apa3WTh Ballle YCTPONUCTBO BpeAOHOCHBIM 110;

e JIOXHUTHUTH KOH(I)I/I)ICHLII/I&HBHYIO I/IH(I)OpMaI_II/IIO, YTOOBI MOJIYYHUTDh OOCTYII K BalllUM JIC€CHbI'aM HUJIN
NEpCOHAIbHBIM NTaHHBIM,

e TOJYYHUTH JOCTYII K BalllUM YUCTHBIM 3aIIUCAM;

e yOenuTh Bac JOOPOBOJIBHO MEPEBECTU ACHBI'M WIH APYTHe HEHHOCTH.
WNHorna oz yrpo3oi 0Ka3bslBa€TECh HE TOJIBKO BBI JIMYHO. ECIIN 3JI0yMBINUIEHHUK MTOJIYYaeT TOCTYI K
Balllel JIEKTPOHHOM I10YTE, CIIUCKY KOHTAKTOB WJIM aKKayHTaM B COLICETSX, OH MOKET PacChliIaTh
BalllM 3HAKOMBIM (PUIIMHTIOBBIE MMChMA OT BaIIero UMEHHU.

JloBepue K TOMY, KTO 3BOHHUT, U CPOYHOCTh BOIIPOCA — BOT Ha YTO JIeTIaeTCsl CTaBKa B (PUINKHTE, U
MMEHHO 3TO JIeJaeT €ro OMAaCHBIM U TT03BOJISIET OOMaHyTh Bac. ECiM MpecTymHNKY yaaeTcs 3apyIuThCs
BAIlIMM JIOBEpUEM U yOeaUTh Bac AeiCTBOBATh OBICTPO, HUUEro He 00yMaB, BBl CTAHOBUTECH JIETKOM
AKEPTBOM.
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KTo0 puckyer cTath kepTBO#i (MIIMHIOBBIX aTaK?
JIro60i1 yenoBek, He3aBUCUMO OT BO3PACTa, MOXKET CTaTh KEePTBOU (UIIMHIA — JOMa WU Ha paboTe.

YcTpoiicTBaMH, OJKIIOYEHHBIMU K HHTEPHETY, CETO/IH MOJIB3YIOTCS BCE OT Majia J1o Beiuka. Eciu
MOIIEHHUK OOHApYXHUT B OTKPHITOM JIOCTYIIE BAally KOHTAKTHYIO HH(GOPMAIIHNIO, OH MOKET BHECTH €€ B
CIHCOK a/IpecoB JUIsl (puImHra.

Celiuac c105KHO CKpPBITh CBOW HOMEp TenedoHa, apec AIEKTPOHHON MOYTHI, HIEHTU(UKATOPHI B
MECCEH/IXKEPaxX MJIU aKKAyHTHI B COIICETsIX. TaK UTO IMIAHCHI CTaTh MUIIEHBIO JIJIsl aTaKu C
UCIIOJIb30BAHUEM OJHOI'0 U3 KAHAJIOB CBSI3U U3 3TOT0 CIMCKA JTIOBOJIBHO BeJMKU. Kpome Toro,
MOIIIEHHUKHA MOTYT aJJpeCcOBaTh CBOM (DUITMHTOBBIC aTAKHU HE TOJIBKO IUPOKOMY KPYTY JItOJIeH, HO U
KOHKPETHBIM JIULAM.

QDuuwunz ¢ ROMOULBIO CRAM-PDACCHLIKU

@OUIIMHT ¢ TOMOIIbIO CNIAM-PACCHIIKH — 3TO IMIMPOKO PACKUHYTAasl CeTh, B KOTOPYIO MOKET MONACTh
10001 HUYEro He MoI03peBatoHii YyenoBek. K 3Toi kaTeropiuu OTHOCHTCS! OOJIBIITMHCTBO
(UILMHTOBBIX aTaK.

I[Tpo1e roBopsi, criam — 3TO AIEKTPOHHBIN aHAJIOr OYMa)KHOM peKJIaMbl, KOTOPYIO OpOCArOT B Balll
noyToBbIN AmMK. Ho eciiu OymaxkHast pekiiama npocTo pa3paxaeT, TO CliaM MOXKET ObITh OIlaceH,
0COOEHHO €CITM OH SIBJISIETCS YaCThIO (PUITMHTOBOI CXEMBI.

DUIMHTOBLINA CITaM MacCOBO pacCblIatOT MOIICHHUKHU U KH6epHpeCTYHHI/IKI/I, KOTOPBLIC ITPECICAYIOT
CIICAYIOUC LCIIN:

e  BBIYJIUTH ACHBIU XOTS Obl Y HEOONBIIOTO KOJMYECTBA aJJpeCcaTOB, OTBETUBIINX HA COOOIIEHUE;

e 0OMaHHBIM IyTEM MOJYYUTH NApPOJIK, HOMEpa KapT, PEKBU3UTHl OAHKOBCKUX aKKayHTOB U JIPYTyIO
uH(pOpMaLINIO;

e  BHEJPUTh BPEJIOHOCHBIM KOJI HA KOMITBIOTEPHI CBOMX YKEPTB.
OUIIUHT ¢ TOMOIIBIO CIIAM-PACCHUIKUA — 3TO OJIMH U3 CaMBIX MOMYJSPHBIX CITIOCOO0B, KOTOPHIMU
MOJIb3YIOTCS MOILIEHHUKH, YTOOBI 3aMOJIyUUTh Ballly JaHHbIe. OTHAKO HEKOTOPBIE aTaKu UMEIOT OoJee
TOYHYIO 1IETTb.

Ileneeon pumiunz

Korna roBopsr o nesneBom (TapreTupoBaHHOM) uIIMHIe, OOBIYHO UMEIOT B BUY
esieHanpanieHHbli puIuHr (spear phishing) nim ero Hanbosee pacnpocTpaHEHHYIO Pa3HOBUIHOCTh
— yorutuHr (whaling).

Y3iJIMHT HalleJIeH Ha JIMII BBICOKOTO YPOBHSI, B TO BpeMs Kak LeJieBOii (PMIIMHI 0XBaThIBaeT Oojiee
HMIMPOKHIA KPYT Jroield. MUIeHsMu 711 To100HOT0 (pUIITIHTa OOBIYHO CTAHOBSTCS COTPYTHUKH
KOHKPETHBIX MPEINPUATHI WM MPABUTEIbCTBEHHBIX Opranu3amuii. OJHaKo 11e1bI0 MOIIEHHUKOB
MOYKET CTaTh JO00H YeTOBEK, KOTOPBIH MPEICTABISAETCS UM 0COOSHHO IIEHHBIM WJIH JIETKO YSI3BUMBIM.
Bb1 MOXXeTe 0Ka3aThCcsi MUILEHBIO, €CIIN SBJISIETECh KIIMEHTOM 0aHKa, KOTOPBIA HHTEpeCyeT
MOIIICHHUKOB, HJIM COTPYTHHKOM MEIUITMHCKOTO YUpexKIeHHs. J[axe eciu BbI MPOCTO OTKIMKHYITHChH
Ha MpeJI0KEeHNe IPYKObl OT HE3HAKOMOTI'O YeJIOBEKA B COIIMATIBLHOM CETH, BaC MOT'YT IOMBITAThCS
MOMMAaTh Ha KPIOYOK.

HpI/I 9TOM MOIICHHUKHU TCPICIINUBO BBICTPANBAIOT CBOU CXCMBI. YT0o0BI MMOJIYYHUTb BO3HArpaXXACHUEC NN
YBCIWYNUTE CBOU IMIAHCHI HA YCIIEX, OHU TPATAT MHOI'O BpEMCHHU Ha IMOATOTOBKY TaKUX
MNEpCOHAITN3NPOBAHHBIX ATAK.
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J1s 3TOT0 UM MOXKET MoTpedoBaThCss MHPOPMALIUS O Bac WK 00 OpraHu3aIiy, K KOTOPOil BB HIMeeTe
OTHOIICHHE.

9Ty I/IH(I)OpMaI_II/IIO MOIICHHHUKHU MOT'YT IOJTYYUTH U3 CICAYIOIINX UCTOYHHUKOB!

e TpOoQWIN B COMUATBHBIX CETSIX;
e IIPOU3OLIEAUIAS PAHEE YTCUKa JAHHBIX;

e Jpyras uH(OpMAaIKs B OTKPBITOM JIOCTYIIE.
3710yMBIIIJICHHUK MOKET aTaKOBaTh BaC CTPEMUTENIBHO U IOIBITAThCSI TOOYIUTh BaC K HEMEUIEHHBIM
neiictBusM. B npyrux ciydasx oH OyneT BRICTpauBaTh OTHOILIECHHS C BAMH B TEUEHUE HECKOJIBKUX
MecsI1IeB, 4TOObI 3aBOEBATh Ballle JJOBEPUE IIEpe/l TeM, KaK CIeaTh INIAaBHbIA OPOCOK.

MoIIeHHUKH HE OTPAaHUYMBAIOTCSA COOOLICHUAMU WU Telae(OHHBIMHU 3BOHKaMHU. UTOOBI TOCTHYb
CBOMX LI€JIel, OHU MOT'YT B3JIaMbIBaTh BIIOJIHE JIerajibHble CaliThl. Eciu BbI HE Oy/ieTe OCTOPOXKHBI, BbI
MO’KETE OKa3aThCsl Ha KPIOUKE, IPOCTO BOMS B CBOM aKKayHT Ha CaliTe, KOTOPbIil paHee ObLI
COBEpPILEHHO 0€30IacCHbIM.

K coxanenuto, MHOTHE JIIOJIM OKa3bIBAIOTCS JIETKOM TOOBIYEH 111 KubeprpecTynmHukoB. [1o mepe Toro
KaK 4yacToTa MoJIOOHBIX aTaK BO3pacTaeT, (PUILUHT, YBbI, CTAHOBUTCS HOPMOI Hallleil MTOBCETHEBHOM
JKU3HU.

Kaxue Ob1BaroT Buabl pummHra?

[Tpexae Bcero Hy»KHO 3HATh, YET0 CIICYeT 0KUIATh OT (umuHara. OUITMHTOBas aTaka MOXKET OBITh
OCYIIIECTBIIEHA CAMBIMU Pa3HBIMU CIIOCO0aMu, BKITIOUas TeJeOHHbIE 3BOHKH, SMS-COOOIIECHUS U 1ake
CO B3JIOMAHHBIX BITOJIHE JIETAJIbHBIX CAUTOB.

DuIIHT ropa3nao JICrde pacro3HaThb, €CJIU Bbl YK€ BUICIIH €TI0 B HeﬁCTBHH. CKopee BCETO, BbI YK€
BCTPCHAINCH C TEM WJIM MHBIM BHJIOM (1)I/IHH/IHl"a, HO IIPOCTO UTHOPHUPOBAJIM €TI0 KaK OOBIUHEIH CIIaM.

MoleHHUKN NBITAal0TCA JOCTUTHYTh CBOEH LIENH Pa3HBIMU IIyTSIMH, T03TOMY 00/1bIIHHCTBO JI0JEeH,
BEPOSITHO, CTAJIKUBAJIMCH XOTA ObI C OTHUM M3 BU0B (PMIIUHIA, IEPEUNCICHHBIX HUXKE.

e TIlouroBbiii pummHr. UIIMHTOBBIE MMCbMA NIPUXOAAT Ha Ballly dJIEKTPOHHYIO IOYTY U, KaK
IIPAaBUIIO, COZIEPKAT MPEIIOKEHUE MEPEHTH 110 CChUIKE, COBEPLIUTH IUIATEX, IPUCIATh JINYHbIE
JTAaHHbIE WM OTKPBITh BiIoxkeHue. [Ipu 3ToM ajgpec oTnpaBUTENsE MOXKET OBITH OYEHBb MOX0XK Ha
MOJIJIMHHBIN, a B MUCbME MOKET COAEpPKaThCsl MHPOpMAIHs, KOTOPYIO Bbl BOCIIPUHUMAETE KaK
JUYHYIO.

e Tloapenka 10MeHHOro HMeHH. DTO MOMYISPHBINA CIIOCOO, C TOMOIIBIO KOTOPOTO
3JI0YMBIIIJICHHUKH UMUTHPYIOT MOAJIMHHBIE apeca 31eKTPOHHOM mouTsl. [ aToro onu 6epyr
JIOMEHHOE MM pealTbHO CYIIECTBYIONIECH KOMIaHUH (HampuMep, (@america.com) 1 cierka
MEHSIIOT ero. Bel MokeTe oTpearupoBath Ha MUCHMO C OOPATHBIM aJPECOM, K IIPUMEpY,
(@arnerica.com U TaKUM 00pa3oM CTaTh )KEPTBON MOIIEHHUYECKOMN CXEMBI.

o T'onocoBoii pummHr, nian ButmHr (vishing). MoleHHUKH 3BOHST 110 Tese(OHY U BBIIAIOT ce0s
3a peajibHO CYILECTBYIOLIETO YeloBeKa Ui KoMnanuio. OHU MOTYT UCIIOJIb30BaTh
IIEpEHAIIPaBJIEHUE C IIOMOILBIO AaBTOMAaTHYECKOI0 TOMOITHUKA U MAaCKMPOBaTh CBOW HOMEP
tenedona. VX 3amaua — He JaTh BaM MOBECUTh TPYOKY U TOOUTHCS OT Bac OMpPEIEICHHbBIX
JIEUCTBUM.

e SMS-¢pumunr, wim cMummHr (smishing). Kak u B ciydyae BUIIMHTA, MOIIIEHHUKH BBICTYIAIOT
OT UMEHHU PEaITbHO CYIIECTBYIOUIEH KOMIIAHUU U UMUTHPYIOT CPOUHYIO ITPOOIEMY, HO JIENIat0T
3TO ¢ moMoIIbI0 SMS-coobmiennii. B Takom cooOIeHnN 0OBIYHO COACPIKUTCS CChIIKA HITH
Tese()OHHBIN HOMEp, KOTOPBIMH BaM MPEAJIaraioT BOCMOIb30BaThes. [1onbp30BaTenn OHIaiH-
MECCEHPKEPOB TAK)KE PUCKYIOT 0Ka3aThCsl JKEPTBAMH MOJ00HOM aTaky.
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@uIMHT B couceTsix. B 3ToM cryyae kuOepripecTylmHUKY 3aMaHUBAIOT BAaC B JIOBYIIIKY C
MOMOIIBIO IOCTOB WJIM JIMYHBIX COOOIIECHUN. B 0HUX cOOOIEHMX peAIaratoTcst OeciiaTHble
NOJApKH, APYrHe NPEACTABISAIOT cO00M MPUMUTHUBHBIE TTOAJIEIKH MO O(QUIIHATbHBIC CTPAHULIBI
Pa3IMYHBIX OPraHU3aALMM, TIe coepKaTCs Kakue-1100 cpouHble TpeOoBaHus. MOILEHHUKH
MOTYT J€HCTBOBATH OT JIMLA BAIIUX APY3€H UM J0JIT0 U METOJAMYHO BBICTPAUBATh C BAMU
OTHOILEHMSI, IPEXK/Ie YeM MepenTu B aTaKy.

Kion-¢pummnr (clone phishing). 3n0yMblnieHHUKY KONUPYIOT peaibHble TUCbMa, KOTOPBIE BbI
y’Ke MOJIy4aau paHee, IPH 3TOM 3aMEHSIOT HAaCTOSIINE BIOKEHUS U CChUIKU Ha BPeJOHOCHbIE. B
OCHOBHOM OHHU JIEJIAIOT 3TO YEPE3 AIEKTPOHHYIO II0YTY, HO MHOTAA CO3JaI0T JJIsl 3TOTO
HOJ/I€TIbHBIE AKKAYHTBI B COLIMATIBHBIX CETSIX M MECCEHDKEPAX.

B HekoOTOPBIX cyyasix ¢ HebI0 (PUIIMHTA 3JI0YMBINIIEHHUKH MOTYT MO4/1e/IbIBATH HJIH
BHAONU3MEHATH JerajbHble Be0-CauThbl.

Bonomnoii (watering hole). CpenctBom J1st 3T0W pa3HOBUAHOCTH (DUIIMHTA CITYKAT MOMYJISIPHBIC
CalThl ¢ OOJIBLIMM KOJIMYECTBOM ITOCETUTENeH. MOIIEHHUKHN NBITAIOTCS IKCILTyaTUPOBATh
YSI3BUMOCTH TaKMX CalTOB JUIsl OCYIIECTBIIEHUSI PA3HOOOPA3HbBIX aTaK. ITU CXEMbI OOBIYHO
CBsI3aHbI C pacchlIKOi BpegoHocHoro [10, nepeHanpasiieHneM 10 BPEAOHOCHBIM CChUIKaM U T. II.
@apmusr (pharming), nin orpasiienne kema DNS. MomeHHUKH epeHANpaBiIsioT Tpaduk ¢
6e3omacHoro Be0-caiita Ha (PUIIMHIOBYIO CTPAHUILY C MOMOLIbI0 BpeaoHocHoro I10 umun
UCTIOJNB3YS YSA3BUMOCTH camoro caita. Eciu BeO-caliT cran sxkepTBoid (hapMUHTa, TO JaKe €CIIN
IOCETUTEIN BPYUHYIO BBOJAT €ro BeO-aJpec, OHU BCE PaBHO MOMAJAI0T Ha BPEJOHOCHBIN CaiiT.
TaiinckBoTTHHT (typosquatting), njim nepexsat Bed-apecoB. B 3ToM ciyuae MOIICHHUKH
IBITAIOTCS JIOBUTH JIFOJIEH, KOTOpbIE OIIMOa0TCs pH BBOJIE BeO-aapeca. Hampumep:
3IIOYMBIIIJICHHUKH CO3/Ia0T TOIEIbHBIA (DUIIMHTOBBIN CAlT, a[pec KOTOPOTO BCEro Ha OJIHY
OyKBY oTiin4aercst oT HacTosuero. Eciu Bbl ommbereck U HanedaTtaere B ajpece «wallmarty
BMeECTO «walmarty, BBl MOXeTe 0Ka3aThCsl Ha TAKOM BPETOHOCHOM CaiiTe.

Kauxpxexkunr (clickjacking). MomeHHUKHN HCIOIB3YIOT YA3BUMOCTH BeO-CallTOB ISt
BCTpaMBaHMsI CKPBITHIX JIOBYIIEK. C MX MOMOIIBIO OCYIIECTBISETCS epexBaT JOTUHOB, Maposeil
u m000# pyroit nHboOpMaIluu, OCTaBJICHHONW BaMU Ha caliTe, KOTOPHIN B OCTAILHOM SIBIISIETCS
COBEPIIIEHHO O€30MaCHBIM.

Ta6naouur (tabnabbing). 910 TakTHKa, KOTra MOIIEHHUYECKast B€O-CTpaHULIA IPH OTCYTCTBUU
Balllell aKTUBHOCTH Tepe3arpyKaeTcs Ha CTPAHUIy BBOJIa MApOJIsi, UMUTHPYIOILYIO JIETAIbHbBIN
caiiT. BepHyBIINCh HA CTpaHUILy, BB MOXKETE IPUHATH €€ 32 HACTOAILYIO0, BBECTH YUETHBIE
JTaHHBIE U TAKUM 00pa30M AaTh 3JI0YMBIIIJIEHHUKAM JIOCTYI K BallleMy aKKayHTY.
HTTPS-¢pummur. B 3Tom ciiydyae MOLIEHHUYECKas CTPAHUIIA MACKUPYETCs O 3alllUIIEeHHBIN
Be0-CaliT C MOMOIIBIO KJIIACCHYECKOT0 U300pakeHus 3aMKa B Havae ajpecHoil crpoku. Ecnu
paHblIIe 3TOT 3HaK 3alIU(POBAHHOIO COSAMHEHUS MOSBIISIICS UCKIIIOYUTENBHO Ha caifTax ¢
MOJTBEPKJIEHHBIM CEPTU(PHUKATOM O€30IaCHOCTH, TO TENIEPh €T0 MOXKET MOJIYUUTh JIF000H BeO-
caift. Takum oOpa3om, Ballle coeTMHEHNE U NepeaBaeMas BaMu HHPOPMaLUs MOXKET ObITh
3aKpbITa JIsl IOCTOPOHHUX, OJJHAKO CaMU Bbl OKa3bIBaeTECh HAa (DUITMHTOBOM CaliTe,
NPUHAAIEKAIIEM KHOePIPECTYITHHKY.

21a>1<e Bame TCKymEC HHTCPHET-COCAMHCHUEC MOXKET OKa3aTbCA HeOEe30MacHbBIM.

«3a10ii nBOITHMK» (evil twin). MomeHHUKY UMUTHPYIOT eHCTBYIOLIHME MyOanuHble ceTn Wi-Fi B
0OLIECTBEHHBIX MECTaX, TAKUX Kak Ko(elHU Win a3ponopTsl. VX nenb — 3acTaBUThH Bac
MOJIKJIFOUUTBCS K CBOEH CETU M OTCIIEUTH BCE BAILIU AEUCTBHUS.

n €1€ HECKOJIBKO BHI0OB (1)I/IIHI/IH1"a, 0 KOTOPBIX CJIICAYET 3HATh.

@UUIIMHT B MOUCKOBBIX CHCTeMaX. B 5TOM cilyyae MOILIEHHUKY MaHUITYJIMPYIOT PE3yJIbTaTaMu
ITOMCKOBOM BBIAAYH, TAK YTO MOJJEIIbHBIE CTPAHULIBI ITOSBIIIFOTCS B HUX PaHbIIE, YEM
Hacrosmue. Takoii Buj ¢ummnra emie HazpiBaercss SEO-¢ummnr win SEM-¢pummmnr. Ecnu Bbl
Oyznere HEBHUMATEIbHBI, Bbl MOKETE OKa3aThCsl HA BPEIOHOCHOM CTPaHULIE BMECTO HACTOSALICH.
AmnrJyep-¢pumuHr (angler phishing). MomeHHUKH TPEACTABISIOTCS COTPYIHUKAMHU CITY>KOBI
HNOJIEP>KKH PEeAIbHO CYIIECTBYIOLIEH KOMIIAHUU, YTOOB! BBIMAHUTh y Bac HHpopmanuto. [1pu
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YIIOMUHAHUHY BaMU B COIICETSIX KOMITAHUU C UCIIOJIb30BAHUEM 3HA4YKa (@, MOIIEHHUKHA OTMEUYAIOT
9TO U OTIPABJISIIOT BaM MOJAEIbHBIN OTBET OT UMEHHU CITYKObI MOAAEPKKU KOMITaHHUH.

e B3aom kopnoparusHoii moutsl (Business email compromise, BEC). Dtor metoa Bkiro4yaer B
ce0st pa3auyYHbIe CIIOCOOBI B3JI0Ma KOPIIOPATUBHBIX KAHAJIOB KOMMYHHUKAILIUU JJIsl TOTyYEHUS
[eHHOU nH(pOopMaui. MOIIEHHUK MOXET MPEACTABIATHCS PYKOBOIUTEIEM KOMITAHUH TN
BbI/1aBaTh ceOsl 32 MOCTABIIMKA YCIYT, MBITasiCh UHULIUUPOBATH JCHEKHBIN MEPEBO/] C IOMOIIBIO
MOJIJICIBHOTO cUeTa-(PaKTyphl.

e KpunroBajaoTHbli GUIIHHT. DTOT BUJI MOIICHHUYECTBA HALICJICH HA JepKaTesei
KPUTITOKOIIEIBKOB. BMeCTO TOro 4To0b! 100 U HYTHO 3aHUMAThCSI MAWHUHIOM KPUTITOBAITIOTHI,
MPECTYIMHUKY MBITAIOTCS YKPACTh €€ Y TeX, KTO €10 YK€ BIIaJIeeT.

TakxuMm 00pa3om, pa3HOBUIHOCTEH (PUITMHTA CYIIECTBYET MHOKECTBO H CITUCOK TTOCTOSTHHO
nonojHsercs. Mbl epeunciInin caMmble paclipOCTPAaHEHHbIE BU/IBI aTaK Ha CETOJHSIIHUM IeHb, HO
YK€ 4epe3 HeCKOJIbKO MECSIIEB MOTYT MOSIBUTHCSI HOBBIC WX BUJIBL.

MornieHHHYeCcKHEe CXeMbl OBICTPO MEHSIFOTCS € YYETOM TEKYLUX Pealuii, MOATOMY X ObIBaeT Tak
CJIOJKHO pacrio3Hars. OHAKO CIIOCOOBI 3aIIUTHI CYIIECTBYIOT, U Il Hayaia HE0OXOAUMO OBITH B
Kypce Hanbosee CBEXKUX IPUMEPOB TAKUX CXEM.

Hecko0abK0 THIHYHBIX (l)I/IIIIl/IHl"OBI)IX cxXeM

HeBo3moxxHO NEPCUUCIINTL BCC NU3BCCTHLIC (bI/IH_II/IHl"OBBIC CXEMBI, TaK 4YTO OTMCTHUM CaMbIC THUIIMYHBIC,
KOTOPBIX CICAYCT OIMacaThbCs.

Hpanckas kudeparaka. 310yMBIIUIICHHUKH TPUCHUIAIOT MMUCHMO C NMOAENIBHOTO0 afpeca Microsoft u
IpeJIaraloT BOMTH B CUCTEMY JUISI BOCCTaHOBIICHUS IKOOBI 320JIOKMPOBAHHOTO B IEIISX 0€301MaCHOCTH
akkayHta. [lociie 3Toro OHM MOXMILAIOT Ballld YYETHBIE JaHHbIE K akkayHTy Microsoft. MomeHHuKH
pacCUYMTHIBAIOT Ha Ball cTpax noTepsath poctyn k OC Windows, a 1y1st 60mbImeit mpaBaomnogo0HOCTH
UCTIOJIBb3YIOT aKTYaJIbHYI0 HOBOCTHYIO ITOBECTKY.

Yeenomiienne 06 ynanenuu gaiisioB ot Microsoft Office 365. D1o emie oauH BUI MOIIECHHUYESCTBA
C LIeJIbIO MOJIYYUTh BAIIM YUeTHBIE JaHHBIE K akKayHTy Microsoft. Bam mpuxoaut nucsmo ¢
nH(opMaIei, 94To U3 BallleTo aKKayHTa ObLT y/iajaeH 00JbIoi 00beM ¢aitinos. s BoccTaHOBIICHUS
BaM IpejIaratoT CChUIKY JUIS BXOJa B aKKAayHT, YTO, KOHEUYHO, IPUBOJIUT K YTEUKE BAIIUX YYETHBIX
JTAHHBIX.

BankoBckoe yBeomiienne. MOIIEHHUKH TIBITAIOTCS BBECTH BAC B 3a01yKA€HUE C TOMOILBIO
MOJIETTFHOTO YBeIOMIICHUS OT OaHka. OOBIYHO B TAKOM IMHUCHME COJIEPKUTCS CChIIKA Ha BeO-(popmy,
IJie BaM IpeJylaratoT BBECTH OAHKOBCKUE PEKBU3UTHI JIs BepUpHUKalMK akkayHTa. Hukorna He
nenairte 3Toro. CBSYKUTECh CO CBOUM OaHKOM, YTOOBI TaM MOTIJIA IPUHSTH MEPHI B CBSA3H C ITUM
MOILIEHHUYECKUM MUCbMOM.

IMucbmo ot Apyra. MOIEHHUKH MPEICTABIISIOTCS BAITUM IPYTOM, KOTOPBIH IKOOBI HAXOIUTCS 32
IpaHUIeH U HY)KJAeTCs B Ballleil MOMOIIM. JTa «IIOMOIIbY, KaK MPaBUIIO, 3aKJII0YAETCs B IEHE)KHOM
nepesojie. [Ipexae 4em OTIpaBUTh JCHBIH, TO3BOHUTE JPYTY, YTOOBI TPOBEPUTH HHPOPMAIIUIO.
Buiurpsim uiu HacjaeacTso. [Tomyduns coobiieHne o ToM, 4TO Bbl HEOXKUAHHO BBIUTPATU MPU3 HITH
TIOJTYYHITH HACJIEJICTBO OT HE3HAKOMOTO POJCTBEHHHKA, HE CIIEIIHNTE pagoBaThcs. CKopee BCero, 3To
MOIIIEHHUYECKOE MUCHhMO, B KOTOPOM OT Bac MOTPEOYIOT MEPEHTH MO CChUIKE U BBECTH CBOM JIMUHBIE
JAHHBIE JUTS TIOJYYCHUS TIpU3a MM Bepr(UKAINH ITpaBa Ha HACIIECTBO.

Bo3Bpart Hasiora iy 00Hyc. OTO MONYJISIPHBINA ClIEHApUH MOLIIEHHUYECTBA, TOCKOJIBKY OOIBIITMHCTBO
JOJIeH eKeroaHo miatat Hanoru. OObIYHO B TaKUX (PUIIMHIOBBIX COOOMIEHUSIX TOBOPUTCS, UTO BBI
1100 MeeTe MPaBo Ha BO3BPAT YACTH HAJIOTA, TUOO K BaM €CTh BOIPOCH! Y HAJIOTOBOM MHCIIEKITUH.
Bam npennaratot ohopMuUTh 3arpoc Ha BO3BpAT HAJIOTA WITH 3aII0JIHUTH HATOTOBYIO JIEKJIapaIuio (C
yKa3aHHeM MOJHBIX JaHHBIX). [ocie 3Toro 3710yMbIIUIEHHUKY JINOO MOXUIIAIOT Ballld JCHbIH, THO0
IPOJAIOT BalllM JINYHbIE JJAHHBIE TPETHUM JIULAM, JINOO U TO U APYroe.

@UIIMHT U APYTrHe BPeI0OHOCHBIe YTpo3bl Bo Bpemsi dnuaemun COVID-19



Snuaemuss COVID-19 noaronkHyna KHOEpMOIIEHHUKOB 3a/1eHCTBOBATh CTPAaX B CBOMX HOBBIX
(UIUHTOBBIX cXeMaX. B 07HOM U3 caMbIX U3BECTHBIX CXEM HCIOJIb3yeTCsl 0aHKOBCKHM TposiHell Ginp,
KOTOPBIH, TPOHUKHYB Ha YCTPOUCTBO IMOJIH30BATENS, OTKPBIBAECT BEO-CTPAHUILY MO]I HA3BaHUEM
Coronavirus Finder («Haiian koponaBupyc). [Tonp3oBarento mpeayiaraeTcs 3ariaTuTh J€HbI'H, YTOOBI
y3HaTb, KTO U3 coceliel 60eeT KOpoHaBUpycoM. B pe3ynbrare NpecTynmHUKY MOTy4atoT PEKBU3UTHI
0aHKOBCKUX KapT U HUCUE3AI0T.

W3BecTHBI Takke cllydau, KOTJia MOIIEHHUKHU MPEACTABIISIIOTCS COTPYAHUKAMH COTUIHBIX
roCyJapCTBEHHBIX OpraHu3aiuii u gaxxe BecemupHoii opranuzaiuu 3apaBooxpanenus (BO3). Oru
CBSI3BIBAIOTCS CO CBOMMMU KEPTBAMH HAMPSAMYIO, OOBIYHO Yepe3 FICKTPOHHYIO IMOYTY, U MIPEAIaraiT
BBECTU OAHKOBCKHUE PEKBU3UTHI WM MIEPEUTH 1O cchliKe. TakuM 00pa3oM OHH MBITAIOTCS 3apa3UTh
KOMITbIOTEP Bpe1OHOCHBIM [1O WM MOXUTUTH JIMYHBIC TAHHBIE.

Taxue nucpbma Wi cOOOLIEHNU MOTYT BBIMVIAAETh Kak HacTosmue. OJHaKO IPUCMOTPEBIIUCH K
yKa3aHHOMY B CCBUIKE B€0-aJIpecy WM aApeCy OTIPABUTEINS, MOXKHO JIETKO 3aMETUTh PU3HAKU
noxanenku. Harmpumep, nucsmo ot npencrasutens BO3 ninm rocyaapcTBEHHOM OpraHu3aluy HE MOXKET
OBITH OTIPaBIIEHO ¢ TOYTOBOTO cepBepa Gmail. Keratu, mpu n3ydyennu BeO-aapeca HyKHO OBITH
OCTOPO’KHBIM, YTOOBI CITyyailHO HE HaXKaTh HA CCBUIKY.

He nonagaiitecs Ha 3Ty ynouky. Opranu3aiiy Takoro pojia HUKOT/Ia HE MPOCST MPeI0CTaBUTh
KOH(UICHIIMANBHBIC JTMYHbIC UM 0aHKOBCKHE JaHHbIC. BEpOSATHOCTH TOTO, YTO UX MPEICTABUTEIH
IpeIokKaT BaM 3arpy3UTh PUIIOKEHUE WIM IIPOTrPaMMy Ha Balll KOMIIBIOTEP, TOKE MPAKTUYECKU
Hynesas. [losTomy nomy4duB nonob6HOe MUCbMO, OCOOEHHO €CIIM HUUTO HE IIPEIBEIIao ero
MOSIBJIEHUS, HE TIEPEXOUTE [0 CChUIKAM U HE COOOIaiTEe CBOU JIMUHbIE NI OAHKOBCKHE JaHHbIE.
Ecnu y Bac BO3HUKIIM COMHEHUS, OOPaTUTECh B COOTBETCTBYIOIIUE OPTaHbl MU B Balll OaHK.
Hcnonp3yiiTe TOIBKO JOBEPEHHBIE BEO-CAUThI U PECYPCHI.

Bort 4To cieayer aejarp, €CJIM Bbl MOJYYHIH TAKOE NHCbMO.
1. TlpoBepbTe aspec 3MEKTPOHHOM MOYTHI OTIPABUTENS. B 37IeKTPOHHBIX ajpecax COTPYAHUKOB
BO3 ucnons3yercs mradbion person@who.int u aukoraa @gmail.com u T. m.
2. TlpoBepbTe CCBUIKY, MPEXKIE YeM MEPEHTH 1Mo Hell. Y 0equTech, 9To B Hadaue CTPOKH CTOUT
https://, a ue http://.

3. ByabpTre ocTOpoXHBI, cOO0IIAs CBOIO JIMYHYIO HHPOpMaluio. Hukorna He packpbeiBaiiTe CBOH
y4€THBIE JaHHBIE TPETHUM JIMIIAM, AK€ €CJIM OHU MPEICTaBIA0TCS coTpyaHukamMu BO3.

4. W30eraliTe CICIIKH M MTAHUYSCKOM pCaKkuunu. MOH_ICHHI/IKI/I, paCCUUTBIBAOT HA HUX, YTOOBI
3aCTaBUTh BacC HepeﬁTH 10 CCBUJIKE WJIN OTKPBITH BJIIOKCHUC.

5. Ecnm BBl packpbuii KOH(GUICHIMATBHYIO HHPOPMAIIUIO, HE BlajaiiTe B maHuky. OOHOBUTE
CBOU yYETHBIE JaHHbIE Ha BceX BeO-calfTax, IJie Bbl UX MCIOJb30BasIM. CMEHUTE Maposu U
HEMEJICHHO CBSKUTECH C BaIlllUM OAHKOM.

6. Bcerma coobmaiiTe o cirydqasx MOIIEHHUYECTBA.


https://www.kaspersky.ru/blog/ginp-trojan-coronavirus-finder/34338/

